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Executive Order -- Improving Critical Infrastructure Cybersecurity
The order was issued on 12th February 2013 by the White House through the office of the Press Secretary. The order identified the increased threat of cybersecurity on critical infrastructure following repeated cases of cyber intrusions. It identified the threat as one of the most serious ones that must be faced since the United States national and economic security is dependent on the reliable functioning of the critical infrastructure in light of such threats. The united states adopted a policy that encouraged efficiency, innovation, and economic prosperity while maintaining safety, confidentiality, security, and civil liberties. The goals would be achieved following collaboration with owners of critical infrastructure in improving cybersecurity by developing and implementing risk-based standards.
Critical infrastructure was defined as systems and assets, both physical and virtual, that are vital to the United States to the extent that damaging them could have a considerable impact on the security, public health, and safety or the national economic security.
In regards to cybersecurity information sharing, the policy of the united states government was to increase the quantity, timeline, and value of information shared with the private sector for better measures to be taken against cyber threats. The Attorney General, the Secretary of Homeland Security, and the Director of National Intelligence were expected to instruct those under them with the requirement of section 12 (c) of the order within 120 days. The process followed in disseminating information was expected to follow a process determined by the Secretary, the Attorney General, and the Director of National Intelligence that also includes tracking of the information. Plans were made to have increased cybersecurity services programs that expand to all critical infrastructure in an attempt to help operators of critical infrastructure to protect their systems. As such, the government will share classified information regarding cyber threats and technical information to critical infrastructure companies. This exchange program saw the Secretary allocate powers to personnel working for critical infrastructure companies to expedite the processing of security clearance. Also, the exchange program saw workers of the critical infrastructure providers join the federal services temporarily to provide information regarding the most useful functions to be mitigated while dealing with risk.
The order ensured that agencies should coordinate with their seniors to ensure the protection of privacy and civil rights liabilities, such as using the Fair Information Principle Practice. The Chief Privacy Officer, the Officer for Civil Rights and Civil Liberties of the Department of Homeland Security (D.H.S.), is required to determine the privacy and civil liberties risk associated with the program and make recommendations to the Secretary on ways of mitigating that risk. The findings would be documented on an annual report that would be reviewed annually. Under 6 U.S.C. 133, all information submitted by private entities voluntarily shall be protected to the full extent as the law allows.
The Secretary is expected to establish a process of consultation that seeks to improve the security of critical infrastructure using input from the various agencies. Regarding the baseline work set to reduce the risk of the cyber threat to critical infrastructure, the Director of Director of the National Institute of Standards and Technology (the "Director") following orders from the Director of commerce, shall create a cyber risk framework. The cyber risk framework on critical infrastructure will include standards, methodologies and technological approaches taken to reduce cyber risk. Also, the framework would provide a flexible, cost-effective approach, measures, and controls aimed at helping owners and others operating critical infrastructure identify, assess, and manage cyber risk. The framework would be used to identify cross-sector security measures, guidelines, and areas of improvements applicable to critical infrastructure by considering collaboration and the potential of development. The Director is expected to engage in an open public review of ad consult with various agencies, owners, and operators of critical infrastructure to create a framework that has methodologies of identifying and mitigating the impact of cybersecurity while maintaining a high level of business confidentiality and privacy a civil rights liability. A preliminary version of the framework was to be published after 240 days, and upon completion, the Director was expected to ensure that the framework was regularly updated in regards to technological advancement and other changes that might affect its effectiveness.
The Secretary and other agencies were expected to create a voluntary program that would gather support for the adoption of the cybersecurity framework by the stakeholders of critical infrastructure. Agencies and sector controlling councils were expected to the framework and come up with implementation procedures or contribute materials and information addressing risks. The progress report on performance and participation of critical infrastructure stakeholders would be availed to the president through the Secretary’s office. The Secretary and the secretaries of the treasury would be expected to make a separate recommendation in regards to the establishment of an incentive program that would promote more participation. The security agencies lead by the Secretary of Defense would be expected to make recommendations regarding the feasibility and benefits associated with incorporating security standards in the planning, acquisition, and contract administration.
The Secretary would be expected to use a risk-based approach in the process of identifying critical infrastructure that could be affected by cybersecurity incidents. The Secretary was also required to use a consultative process and do a review and make updates on the list annually with relevant assistance from the heads of sectors. The Secretary shall then inform owners and operators of the critical infrastructure confidentially on the state of identification and also ensure they are given the basis of the determination. A process for the operator and owners to submit relevant information shall be established.
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